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The Transportation Security Administration (TSA) and the United States Coast Guard 
(USCG) are cooperating in a joint rulemaking that requires all individuals requiring 
unescorted access to secure areas of Maritime Transportation Security Act (MTSA) 
regulated facilities and vessels and all credentialed merchant mariners to apply for and 
obtain a TWIC. 
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TWIC Rulemaking Status 
 The TWIC provisions in the original joint Transportation Security 

Administration / Coast Guard Notice of Proposed Rule Making (NPRM) 
released for comment on 22 May 2006 have been divided into two 
separate regulatory projects.  
 

 The requirement to obtain a TWIC continued to move forward through 
the original regulatory process, with the final rule being approved on 
01JAN07, and officially published by the the Federal Register in late 
Jan 07.. 
 

 The requirement to purchase and use TWIC readers will become a new 
regulatory project. 
 

 The public will be afforded an opportunity to comment on the 
provisions of the new regulatory project that will be published as 
another NPRM. 

In the Notice to Proposed Rulemaking, each facility, OCS facility and vessel would need to have a TWIC reader at each 
access point to verify the biometric data on the card.  Based on the comments to the proposed rule, this provision was 
dropped from this final rule.  The card reader requirement will be moved to a later TWIC rulemaking. 
The public will be afforded an opportunity to comment on reader requirements in the later TWIC rulemaking that will be 
published as another Notice to Proposed Rulemaking.   
The requirement to obtain a TWIC has continued to move forward through the original regulatory process.  The final rule 
has been approved, and will be published in the Federal Register on XX Jan 07.  
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TWIC Rulemaking Status (Continued)  
 More than 1,900 comments were received based on the original NPRM. 

 
 Common issues included:  

 high costs & economic impact 
 reader specifications and requirements 
 disqualifying crimes  
 ability to work while awaiting issuance of the TWIC 
 more public meetings & time to comment 
 uncertainty of “secure area" and “escorted access” definitions 
 no provision for an Administrative Law Judge in the adjudication process 

 The final rule addresses requirements in the recently enacted SAFE Port Act: 
 Final rule required by January 07 
 Implement TWIC at the top 10 ports, and the next 40 top ports by July 2007 and 

January 2008, respectively 
 Begin a TWIC pilot at 5 distinct locations by April 2007 
 Parallel application for TWIC and MMC 

 
 

 
 

A Notice of Proposed Rulemaking was published in the Federal Register on May 22, 2006, and four public 
meetings were held in New Jersey, Tampa, St. Louis and Long Beach.  Approximately 1,900 public 
comments were submitted to the docket before the public comment period closed on July 6, 2006.  The 
comments included, but not limited to concerns over the proposed cost of the credential, stringent 
background check requirements, impact on small businesses, personal privacy and protection of 
personal information.   
Proposed maritime enrollment is scheduled to begin 60 days after publication of the final rule. 
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Applicability 
MTSA requires TWIC for: 

 

 All individuals who require unescorted access to 
secure areas of MTSA regulated vessels, facilities, and 
OCS facilities 
 

 Includes but is not limited to: 
o Longshoremen, truck drivers, vendors, facility/vessel 

employees, maintenance personnel, train crews, etc.  
 

 All USCG credentialed merchant mariners 
 

 750,000  =  Estimated number of maritime workers 
                   who will require a TWIC  

The MTSA regulations found in 33 CFR 101-106 have been updated by this final rule to 
require TWICs for all individuals who require unescorted access to secure areas of MTSA 
regulated vessels, facilities and OCS facilities.  It also requires TWICs for all credentialed 
merchant mariners. 
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Enrollment Process 
 Pre-enrollment 

 Web-based  
 Recommended, but not mandatory 
 Will reduce time at enrollment center if completed beforehand 

 Enrollment 
 Will have enrollment centers located throughout the country during the 

enrollment period 
 At the enrollment center the applicant provides biographic information 

and identity documents 
 A ten-fingerprint scan is conducted and a digital photo is taken which 

completes the application process 
 All information is encrypted and transmitted to the central TWIC 

system for processing 
 The TWIC enrollment process is outlined in the final rulemaking.   There is a voluntary pre-enrollment 

option that can be completed on the internet designed to reduce the amount of time it takes to complete 
enrollment at the enrollment center. 
 
All enrollment will take place at enrollment centers, located in port areas throughout the country.  The first 
enrollment centers will be located in Wilmington, Delaware.  Over the next several months, enrollment will 
be expanded to cover approximately 130 ports nationwide.  At the enrollment centers, the TWIC applicant 
provides the required biographic information and identity documents.  Then a ten-fingerprint scan is 
conducted and a digital photo is taken, completing the enrollment process.  The enrollment center then 
encrypts the data and transmits it to the central TWIC system for processing. 
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Enrollment Process (cont.) 
 Security Threat Assessment (STA) 

 Conducted by TSA 
 Upon successful completion of the STA the TWIC is personalized 

by the centralized card production facility and shipped to the 
applicant’s enrollment center 

 Applicant will be notified when the credential is ready to be picked 
up OR 

 Applicant will be notified if he/she may be disqualified and of 
his/her appeal and waiver rights 
 

 Credential Pick up 
 Applicant returns to enrollment center to claim credential for use at 

MTSA regulated vessels, facilities, and OCS facilities  
 Once the information is received at the central processing system, a Security Threat Assessment is 

completed by TSA.  This includes a criminal background check, immigration status check, and an 
intelligence/terrorist screening check.  These checks are discussed later in the presentation. 
 
Upon successful completion of the Security Threat Assessment, the TWIC is personalized by the 
centralized card production facility and shipped to the applicants enrollment center.  The applicant will be 
notified when the credential is ready to be picked up OR the applicant will be notified if he/she is 
disqualified and of the appeal and waiver rights.   
The applicant then returns to the enrollment center to pick up the TWIC credential. 
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Credential Characteristics 
Smart Card-Based 

 Supports off-line and on-line biometric authentication—no need to connect 
to a central database when authenticating 
 

 Robust enough to support fingerprint templates and photograph, as well as 
future biometrics 
 

 Supports future applications for additional capabilities 
 

 Supports multiple levels of authentication 
 Something you have—the credential 
 Something you are—the biometric 
 Something you know—the Personal Identification Number (PIN) 

 

When using a card reader, the reference biometric (fingerprint template) can be checked without having to 
be connected to a central database because the template is contained on the circuit chip on the TWIC. 
This will be one of the many electronic features that will be utilized by the USCG during annual and 
unannounced checks at MTSA-regulated vessels, facilities and OCS facilities.  
Though TWIC will initially only have the fingerprint template and photograph on the chip, there is room for 
additional biometric information if needed in the future without re-engineering the TWIC.  
The TWIC Program covers the three prongs of authentication at the highest levels of security by having 
the TWIC holder provide the TWIC, a biometric, and PIN.  These together provide the greatest assurance 
that the person presenting the TWIC is in fact the person to which it was issued. 
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TWIC Biometric Usage 
TWIC uses biometrics for two primary purposes: 

 
 Identity verification and security threat 

assessment 
 Fingerprint used by FBI for Criminal History Records Check 
 One-to-many alias checking 

 
 Identity authentication 
  Capable of biometric matching at access control points (not 

required of industry under this rule) 
The TWIC uses biometrics for two primary purposes.   
First, it provides Identity verification and security threat assessment.   
Second, it allows for Identity authentication by allowing biometric matching at access 
control points.  
 It should be noted that simply having a TWIC will not guarantee access to a vessel or 
facility.  
 A person must still have a valid business purpose for entry. 
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TWIC Enrollment Category Estimated Fee Level 

Standard TWIC Enrollment $139 - $159 

Hazmat/Mariner/FAST TWIC Enrollment $107 - $1271 

Lost/Damaged Card Replacement $362 

 

 

1 Does not include FBI’s Criminal History Records Check (CHRC) and TSA’s related adjudication costs 
2 Does not include FBI’s CHRC, TSA’s threat assessment, and estimated enrollment costs 

• TWIC user fees must fully offset program costs  
• Standard user fee charged to applicant will cover: 

• Enrollment  
• Threat assessment and adjudication, including appeals and waivers 
• Card production 
• TSA program and systems costs 

Estimated TWIC Fees:  Per Final Rule 

The Standard TWIC fee covers: 
•Enrollment 

•Threat assessment and adjudication, including appeals and waivers 
•Card production, and 

•TSA program and systems costs 
Applicants currently holding a Hazmat endorsement to a Commercial Drivers License (CDL) 

 and those holding Merchant Mariner Documents (MMDs) or License will pay a reduced 
 amount as they have already had a criminal background check. 
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DHS Agency Responsibilities 
 TSA Responsibilities 

– TWIC enrollment 
– Security threat assessment and adjudication 
– Card production 
– TWIC issuance 
– Appeal/waiver for TWIC denials 
– Technology/ TSA system management  
 

 USCG Responsibilities 
– Enforcing use of TWIC in accordance with existing approved 

vessel, facility, and OCS facility security plans 
 TSA is responsible for enrollment and issuance of the TWIC. 

 
The Coast Guard is responsible use of the TWIC at MTSA-regulated facilities, OCS facilities 
and vessels. 
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TWIC Security Threat Assessment 
 Criminal History Records Check 

– Fingerprint and Name Based  
– Permanent Disqualifying Offenses 
– Interim Disqualifying Offenses 

 
 Legal status 

– U.S. citizen  
– Lawful permanent resident 
– Certain others with restricted & unrestricted employment 

authorization  
 

 Intelligence/Terrorism Check 

The TWIC security threat assessment is comprised of three checks. These include: 
•A criminal history records check through the FBI 

•A verification of the enrollee’s legal status, which allow for other than U.S. citizens, 
 including those that possess an unrestricted employment authorization and certain  

restricted employment authorizations. 
•An intelligence / terrorism check 
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Disqualifying Offenses (as per Final Rule) 
(a) Permanent disqualifying criminal offenses -- Unlimited look back 

(1) Espionage or conspiracy to commit espionage 
(2) Sedition or conspiracy to commit sedition 
(3) Treason or conspiracy to commit treason 
(4) A crime listed in 18 U.S.C. Chapter 113B—Terrorism or conspiracy to 

commit such crime 
(5) A crime involving a TSI (transportation security incident) 
(6) Improper transportation of a hazardous material  
(7) Unlawful possession, use, sale, distribution, manufacture, purchase…or 

dealing in an explosive or explosive device 
(8) Murder 
(9) Conspiracy or attempt to commit the crimes in this paragraph (a) 
(10) Certain RICO (Racketeer influenced and Corrupt Organizations) Act                                   

violations 
These are the criminal offenses that will permanently 
disqualify someone from receiving a TWIC. 
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Disqualifying Offenses (cont.) (as per Final Rule) 

(1) Assault with intent to murder 
(2) Kidnapping or hostage taking 
(3) Rape or aggravated sexual abuse 
(4) Unlawful possession, use, sale, manufacture, purchase, distribution…or dealing in a 

firearm or other weapon 
(5) Extortion 
(6) Dishonesty, fraud, or misrepresentation, including identity fraud 
(7) Bribery 
(8) Smuggling 
(9) Immigration violations 
(10) Lesser Violations of the Racketeer Influenced and Corrupt Organizations Act 
(11) Robbery 
(12) Distribution, possession w/ intent to distribute, or importation of a controlled 

substance 
(13) Arson 
(14) Conspiracy 

(b) Interim disqualifying criminal offenses -- Conviction within 7 
years, or release from incarceration within 5 years of 
application, includes wants & warrants associated with crimes 

These criminal offenses are not permanently disqualifying, unlike those from the previous slide.   
The convictions must have occurred with a certain timeframe (within 7 years) or the individual 

 must have been released from incarceration (within 5 years) for them to be disqualifiers. 
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Program Plans for Moving Forward 
 Rollout goal:  issue credentials at maritime entities within 20 months after 

final rule publication date.  
 

 Award a contract to a single vendor to operate and maintain the TWIC 
system, and provide enrollment services.  Lockheed Martin selected.  
Initial scoping for Oakland/Bay Area roll out begins March 24th.  No final 
decision on implementation date yet. 

 
 Work with various federal organizations and private industry to finalize 

specifications for a contactless biometric TWIC reader. 
 

 Conduct pilot test of TWIC contactless biometric readers and credential 
validation processes. 

 
 

The following are program goals for TWIC – 
1. To issue credentials to all maritime entities within 18 months of the effective date of the final rule. 

 
2. To award a contract to a single vendor to operate and maintain the TWIC system and to provide enrollment services. 

 
3. To work with various federal organizations and private industry to finalize specification for a contactless biometric  

specification leading to the development of readers. 
 
4. To conduct a pilot test of TWIC contactless biometric technology (readers) and credential validation processes. 
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For More Information 

 Check our Homeport Site for details: 
 http://homeport.uscg.mil 
 Follow the Port Directory Tab to Sector San Francisco 

 

 Contact TWIC Help  
 http://www.tsa.gov/what_we_do/layers/twic/twic_resources.shtm 
 E-mail credentialing@dhs.gov 

 
 Primary USCG Sector San Francisco POC: 

 CDR Gerard Achenbach 510-437-3183 
 


	Transportation Worker �Identification Credential�(TWIC) Final Rulemaking Overview��
	Highlights of Presentation
	TWIC Rulemaking Status
	TWIC Rulemaking Status (Continued)
	Applicability
	Enrollment Process
	Enrollment Process (cont.)
	Credential Characteristics
	TWIC Biometric Usage
	Estimated TWIC Fees:  Per Final Rule
	DHS Agency Responsibilities
	TWIC Security Threat Assessment
	Disqualifying Offenses (as per Final Rule)
	Disqualifying Offenses (cont.) (as per Final Rule)
	Program Plans for Moving Forward
	For More Information

